Jonah Abbott

(480) 438-7709 - abbottjc@byu.edu - jonahabbott.com - linkedin.com/in/jonah-abbott-0763b6328

EDUCATION
Brigham Young University, Ira A. Fulton College of Engineering Apr 2028
Bachelor of Engineering, Cybersecurity Provo, UT

= GPA:3.43/4.00
= Full tuition academic scholarship recipient
= Certifications: CompTIA Security+

SKILLS

Security: CrowdStrike Falcon, Nmap, Group Policy hardening, Defender Firewall, FIDO2/WebAuthn, OSINT
Identity and Access: Microsoft Entra ID, Active Directory, Arista AGNI

Systems Administration: Windows Server, Linux administration, Jamf, ManageEngine, FOG imaging

Cloud and Infrastructure: AWS EC2, VMware, Proxmox, Docker, GitLab administration

Networking: Cisco IOS CLI, VLANSs, subnetting, firewall rules, port forwarding

Programming: Python, PowerShell, C/C++, Bash, JavaScript

EXPERIENCE
TaxHawk Feb 2026-Present
IT Support Specialist Intern Provo, UT

= Resolve ~15 hardware, software, and access tickets weekly for 500 employees, minimizing downtime

*  Administer Jamf and Arista AGNI to remotely fix Mac account and network access issues

= Developed a GitLab-integrated database access request form, speeding up company-wide approvals

= Automated NOC dashboard authentication with Python, keeping monitoring live without manual logins

BYU Internet Security Research Lab May 2026-Aug 2026
Research Assistant Provo, UT
= Tested 3+ downgrade and social engineering attacks against FIDO2 passkeys in Chrome and Firefox,
including forcing fallback to password login
= Drafted 8+ defenses for FIDO2 attacks, contributing to an in-progress research paper

BYU College of Engineering Oct 2024-Feb 2026
Windows System Administrator, Part-time Provo, UT
= Administered 200+ Windows endpoints with CrowdStrike Falcon, maintaining college-wide coverage
= Built FOG deployment images for 200+ machines, cutting lab machine setup time
= Cut open vulnerabilities 80% in 6 months as an IT Security Council member by deploying CrowdStrike
Falcon fleet-wide and driving patch remediation to closure

PROJECTS

= Scanned an enterprise network with Nmap under authorization, identifying and reporting unused services
such as RDP on port 3389 to reduce attack surface

* Hardened a Windows 10 base image with Group Policy, disabling SMBv1 and enforcing account lockout
thresholds to defend against ransomware spread and brute-force attacks

= Deployed a Raspberry Pi proxy server with custom filtering rules alongside firewall and port forwarding
configuration, blocking unwanted content across a home network

= Built a Python Flask CTF challenge with an intentional SQL injection flaw and a multi-step path through
MDS5 hashing and RSA decryption, giving students hands-on web and crypto exploitation practice

COMMUNITY INVOLVEMENT

Member, BYU Cybersecurity Student Association Sep 2024-Present
=  Compete in 2+ CTF competitions yearly, specializing in OSINT and cryptography challenges
Member, BYU Network Engineering Club Sep 2024-Present

= Installed and administered virtual machine networks on Proxmox with 3 operating systems, gaining real-
world experience in network design and administration



